SUBPROCESSOR

WHAT IS THE SCOPE OF THE PROCESSING?

WHAT TYPES OF PERSONAL DATA IS PROCESSED?

WHAT PROCESSING (AND
STORAGE) LOCATIONS (E.G.
COUNTRY/STATE) ARE USED?

HOW IS PERSONAL
DATA TRANSFERRED
TO OR ACCESSED BY
THE SUB-PROCESSOR?

WHAT IS THE LEGAL BASIS
FOR TRANSFER OF PERSONAL
DATA OUTSIDE THE EU/EAA
AREA?

Microsoft Azure

Cloud platform services; center for all processing activities in

AskCody, including back-up

Contact information:
First name

Last name,

Company

Email

Phone

Physical business address
ID Data

Connection data and localization data Meeting
data:

Organizer name
Organizer email

Meeting title / subject
Description

Visibility

Start time

End time

Location

Attendees (name and email)
Exchange resource name
Exchange resource email
Exchange ID

Exchange object ID
License Plate

User profile picture

Dublin
Ireland
Amsterdam
Netherlands

(AM1/2/3,
AMS04/05/06/20/2110)
(DB3/4/5,
DUBO06/07/0813/20/2413)

Internally by applications
running in the cloud

EU-US Data Privacy Framework,
SCC and Supplementary
measures

Postmark

Email Service Provider for sending email notifications to

AskCody users

Contact Information:
First name

Last name

Email

Amsterdam Amstel Business
Park Campus
Duivendrechtsekade 80A, 1096
AH Amsterdam

The Netherlands

Transferred over SSL by the
platform when an email is
sent

SCC and Supplementary measures

Product Fruits

Onboarding flows, surveys, life ring and in-app feature

announcements

User interaction data
Browser Information
Company ID
Company Name
Email

uuID

User Roles

User Created Date
Name

AWS Server Ireland
Product Fruits s.r.o.
Rozdelovska 1999/7
169 00 Praha 6

Via HTTPS/TLS and stored
at rest using automated
rotating AES-256 keys

SCC and Supplementary measures




Twilio SMS Service Provider Contact information AWS Server, Virginia, US Personal data is transferred [EU-US Data Privacy Framework,
Name over the internet via SCC and Supplementary measures
Phone number encrypted connections
between AskCody and
Twilio's cloud based
infrastructure
Hubspot Subscription Service: Marketing, Sales, Service, Operations and Name HubSpot, Inc. All data sent to HubSpot EU-US Data Privacy Framework,
CRM Hub Email 25 First Street, 2nd Floor, from AskCody is send over |SCC and Supplementary measures
User interaction data Cambridge, MA 02141, USA HTTPS/SSL with TLS. Data
Company ID inside HubSpot is encrypted
Email AWS Server, US At-Rest (AES256)
UuID https://legal.hubspot.com/dpa
User Roles
User Created Date
Name
Created by User ID
Owner UUID
Owner assigned date
User disabled date
Mixpanel Product Analytics software Name San Francisco All data sent to Mixpanel EU-US Data Privacy Framework,
E-mail from AskCody is send over [SCC and Supplementary measures

Location memberships

Reception memberships

Service provider memberships

City

Region

Country

Time zone

Browser

Version Device

Current URL Initial Referrer

Initial Referring Domain

Operating System Mixpanel Library Referrer
Referring Domain Screen Height

Screen Width Search

Engine Search Keyword

UTM Parameters (ie. any UTM tags associated with the link a customer clicked to|
arrive at the domain)

Last Seen (the last time a property was set or updated)
API| End-point

User-ID

Geo-source

One Front Street, 28th floor - San
Francisco, CA 94111

Netherland
Finland
Germany
Belgium

HTTPS/SSL with TLS. Data
inside Mixpanel is encrypted
At-Rest (AES256)

Data only resides within
Mixpanel's EU data centers







FoldSpace

Copilot Al Assistant

Contact information:
First name

Last name,

Company

Email

uuID

User Roles

Physical business address
ID Data

Connection data and localization data Meeting
data:

Organizer name
Organizer email

Meeting title / subject
Description

Visibility

Start time

End time

Location

Attendees (name and email)
Exchange resource name
Exchange resource email
Exchange ID

Exchange object ID

Foldspace.ai inc.

Google Cloud Platform (GCP)
data centers

United States

All data sent to FoldSpace
from AskCody is sent over
HTTPS/TLS. Data inside
Foldspace is encrypted at-
rest, with supplementary
measures including
encryption and
pseudonymization.

SCC and Supplementary measures




